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Amendments to privacy law took force in November

BY CHRIS SEEPE
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11  priv.ate  bu`sinesses  across  Can-

ada,  from  small   residential   land-

lords   to   large   multifamily   port-

folio   owners,   will   be   impacted   by  the
latest  changes to  the  Persona`  `nforma-
tion    Protection    and    Electronic    Docu-

ments  Act  (PIPEDA)  beginning   Novem-

ber  1,  2018.  PIPEDA  is  Canada's  federal

private  sector  privacy  law  that  sets  out
the   ground   rules   for   how   businesses
must handle  personal  information  in the

course  of their commercial  activity,  and
it  was  significantly  amended  when  The

Digital   Privacy  Act  rece.ived   Royal   As-

sent  in  June  2015.

Under PIPEDA, all landlords must:
•   Obtain a tenant's consent to collect, use or

disclose a person's personal information;
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•   Identify   the    reasons   for   collecting   the

personal information (before collection) and
ask only for the limited information needed

for   what    a    ;easonable    person    would
consider appropriate to the circumstances;

•   Provide    individuals   with    access   to   the

personal     information     the     holder     has
obtained  and  allow them  to  challenge  its
accuracy; and

•   Use a tenant's personal information only for

the purposes for which it was collected.

As of November 1, 2018,  PIPEDA will  include a

mandatoryrequirementfororganizationstogive
written notice to affected individuals and to the
Commissioner  about  privacy  breaches,  while
maintaining records for 24 months about each
breach.  All  businesses  -  including  landlords

of  every  size  -  must  ensure  that  personal

information   is  protected   by  the  appropriate
safeguards.  These  might  include:  locking filing

cabinets;   restricting  office  access;  employing

alarm systems; strengthening technical tools (i.e.

passwords, encryption, firewalls); and  boosting
organizational  controls  (i.e.  security  clearances,

staff training, agreements, etc.).
In short, there's a lot to know about PIPEDA

and how, beginning November 1, it will affect

all   rental  housing  operations.  The  following

Q&A covers some key points.

Q:   Do   landlords   require  a  tenant's  SIN
number for most things?
A: No.

Q: Do landlords need permission to capture
a tenant's face on a surveillance camera?
A: Yes, but that permission can be implied.
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